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The Listing of Claims: 

1 . (Currently amended) A method for transmitting data comprising: 

placing a file in ft destination based rfflnsmir folder; 

retrieving a rthc file from a- the^ destination based transmit folder; 

encrypting the file with a«-a pa rticular e ncryption process associated with the destination 
based transmit folder including ^p^rmlninp the pa rticular encr yption process bv which, ffle file Is 
CO ftft cpcrypted. the determining being b ased on what destination bascr^ fraj^mjt folder the file 
was retriev e from jp such manner that, the destination frft^d transmit folder dictates the 
particular encryption process : and 

transmitting the file to an outgoing folder for transmission to a destination , which is 
associated with the destination based transmit folderymd 

wherein the pa rticular enc ryption pro cess conver t^ tftft fi{e from one data set to an 
epcrypted data set T access to the file heinp precluded while the file is encrypted . 

2. (Original) The method of claim 1 further comprising retrieving the encryption process 
associated with the destination based transmit folder from an encryption database. 

3. (Original) The method of claim 1 further comprising verifying that the file has been 
encrypted. 

4. (Original) The method of claim 3 wherein verifying that the file has been encrypted 
comprises transferring the file to a temporary folder and checking if all files in the temporary 
folder have been encrypted. 

5. (Original) The method of claim 3 further comprising moving the file to an error directory 
if the file fails the verification process. 



-2- 



PAGE 4122 « RCVD AT 1/3/2006 10:59:38 PM [Eastern Standard Time] 1 SVR:USPTO€FXRF«6/25 * DNIS:2738300 * CSID:703 714 741 6 * DURATION (mm*s):O5-30 



JAN-03-06 23:02 From:HUNTQN & WILLIAMS 

Application Serial No. 09/773,535 



703-714-7416 T-31Z P. 05 Job- 

Attorney Docket No. 52493.000152 



6. (Original) The method of claim 3 farther comprising recording information about the file 
in an error log if the file fails the verification process. 

7. (Original) The method of claim 6 further comprising transmitting a destination based 
portion of the error log to the destination. 

8. (Original) The method of claim 3 wherein transmitting the file to the outgoing folder 
comprises transmitting the verified file to the outgoing folder. 

9. (Original) The method of claim 3 further comprising transmitting notification of 
verification failure of the file to the destination if the file fails verification. 

10. (Original) The method of claim 1 further comprising transmitting notification of 
encryption failure of the file to the destination if the file fails encryption. 

1 1 . The method of claim 1 further comprising moving the file to an error directory if the file 
fails the encryption process. 

12. (Original) The method of claim 1 further comprising recording information about the file 
in an error log if the file fails the encryption process. 

13. (Original) The method of claim 1 further comprising: 
retrieving the file from the outgoing box; 
transmitting the file to the destination; and 
verifying receipt of the file at the destination. 

14. (Original) The method of claim 1 fiirther comprising receiving the file in the destination 
based transmit folder wherein a user selects a file destination and places the file in the destination 
based transmit folder corresponding to the file destination. 
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15. (Original) The method of claim 1 wherein retrieving the file from the destination based 
transmit folder comprises automatically checking the destination based transmit folder for new 
files after a predetermined time interval and retrieving new files found in the destination based 
transmit folder. 

16. (Original) The method of claim I further comprising transmitting the encrypted file. 

17. (Original) The method of claim 1 further comprising transmitting the encrypted file over 
an insecure channel. 

18. (Original) The method of claim 1 wherein the encryption process comprises a public key 
for encoding the file. 

19. (Original) The method of claim 1 further comprising generating a file notifying a 
recipient at the destination that the file is being transmitted. 

20. (Original) The method of claim 1 further comprising performing a scan for encryption 
key software to find the encryption process. 

21. (Previously presented) The method of claim 1 further comprising transmitting a list of 
files from the destination based transmit folder to the outgoing folder to reconcile files being 
transferred from the destination based transmit folder to the outgoing folder* 

22. (Original) The method of claim 1 further comprising compressing the data, 

23. (Currently amended) A system for transmitting data comprising: 

r flganS.f9t' StPFMfi 3 fflff ijn.a.fMti n ation basef | transmit folder. 

means for retrieving Mhe file from a-the destination based transmit folder; 

means for encrypting the file with aa -a particular e ncryption process associated with the 
destination based transmit folde r, the encrypting including determining the particular encryption 
process bv which the file is to he encrypted , the determining being hased on what destination 



PAGE 6122 * RCVD AT 113/2006 10:59:38 PM [Eastern Standard Time] ' SVR:USPTMFXRF-6I25 * DN1S:2738300 * CSID:703 714 7416 1 DURATION (mnvss):05-30 



JAN-03-06 23:02 FronnHUNTON & WILLIAMS 
Application Serial No. 09/773,535 



703-714-7416 T-312 P. 07 Job-723 

Attorney Docket No. 52493.000 J 52 



fc a^d transmit frJfor thr file was retrieved from in such manner that rhe, destination based 
transmit fold er ffitf ates tbe P art "^lflr ftncrvption process: and 

means for transmitting the file to an outgoing folder for transmission to the destination, 
which is associated with the destination based transmit folder; and 

w herein the particular encryp tion process converts fre fil* fmm rw, riar^ <;et to an 
encrypted data set, acces fl fo the file being nreclu^ yhile the file is encrvnted. 

24. (Original) The system of claim 23 further comprising means for retrieving the 
encryption process associated with the destination based transmit folder from an encryption 
database. 

25. (Previously presented) The system of claim 23 further comprising means for verifying 
that the file has been encrypted* 

26. (Previously presented) The system of claim 23 further comprising: 
means for retrieving the file from the outgoing folder; 

means for transmitting the file to the destination; and 
means for verifying receipt of the file at the destination. 

27. (Currently amended) A method for receiving data comprising: 
placing a file in a destin ation based received folder 

retrieving a- fte file from e-the destination based received folder; 

decrypting the file with a particular d ecryption process associated with the destination 
based received folde r, including determining the particular decryption process hv which the file 
is to he decrypted. th e_determining being based on what destination based received folder the file 
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w, a o rfttriftyftrj from in such manner that the destination based received folder dictates the 
p *»rH^n|ar fonryption process: and 

transmitting the tile to an outgoing folder for access at a destination, which is associated 
with the destination based received folder;jyu| 

wherein the particular decryption pro cess o?]]Yg lts the fi1e from an encrYPtf* 1 riAta set to a 
decrypted data .set, access to the f | Je beinp preHnrted while th,p fi)e encrypted. 

28. (Original) The method of claim 27 further comprising retrieving the decryption process 
associated with the destination based received folder from a decryption database. 

29. (Original) The method of claim 27 further comprising verifying that the file has been 
decrypted. 

30. (Original) The method of claim 29 wherein verifying that the file has been decrypted 
comprises transferring the file to a temporary folder and checking if all files in the temporary 
folder have been decrypted, 

3 1 . (Original) The method of claim 29 further comprising moving the file to an error 
directory if the file fails the verification process, 

32. (Original) The method of claim 29 further comprising recording information about the 

file in an error log if the file fails the verification process, 

33. (Original) The method of claim 32 further comprising transmitting a destination based 
portion of the error log to the destination. 

34. (Original) The method of claim 29 wherein transmitting the file to the outgoing folder 
comprises transmitting the verified file to the outgoing folder. 

35. (Original) The method of claim 29 further comprising transmitting notification of 
decryption failure of the file to the destination if the file fails verification. 
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36. (Original) The method of claim 27 further comprising transmitting notification of 
decryption failure of the file to the destination if the file fails decryption. 

37. (Original) The method of claim 27 further comprising moving the file to an error 
directory if the file fails the decryption process. 

38. (Original) The method of claim 27 further comprising recording information about the 
file in an error log if the file fails the decryption process. 

39. (Original) The method of claim 27 wherein retrieving the file from the destination based 
received folder comprises automatically checking the destination based received folder for new 
files after a predetermined time interval and retrieving new files found in the destination based 
received folder* 

40. (Original) The method of claim 27 further comprising receiving the file in a file received 
inbox and placing the file in the destination based received folder. 

41 . (Original) The method of claim 40 wherein receiving the file comprises receiving the file 
over an insecure channel. 

42. (Original) The method of claim 4 1 wherein placing the file in the appropriate destination 
based received folder comprises determining the destination of the file* 

43. (Original) The method of claim 27 wherein the decryption process comprises a private 
key for decoding the file. 

44. (Original) The method of claim 27 further comprising performing a scan for decryption 
key software to find the decryption process , 

45. (Previously presented) The method of claim 27 further comprising transmitting a list of 
files from the destination based received folder to the outgoing folder to reconcile files being 
transferred from the destination based received folder to the outgoing folder* 
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46. (Original) The method of claim 27 further comprising decompressing the data. 

47. (Currently amended) A system for receiving data comprising: 
means for storing a file in a destination hasedieceiv ed folder: 

means for retrieving a- the file from s-jJic/icstinauon based received folder; 

means for decrypting the file with a decryption process associated with the destination 
based received folde^ ftc flecryptinp including determining the particular decrvnt jofl process by 
which the file is to be_d ecrypted. th e determining being based on what destination based received 
fo|rter the file, was retrieved from in such man ner that the destination based received folder 

ffittftfta ttW WTtiPHlar. decryption process; and 

means for transmitting the file to an outgoing folder for access at a destination, which is 
associated with the destination based received folde r, and 



wherein the particular decryption process converts the file from an. encrypted cfafq set to a 



48. (Original) The system of claim 47 further comprising means for retrieving the decryption 
process associated with the destination based received folder from an encryption database. 

49. (Previously presented) The system of claim 47 further comprising means for verifying 
that the file has been decrypted. 

50. (Previously presented) The system of claim 47 further comprising means for receiving 
the file in a file received inbox and placing the file in the destination based received folder. 

5 1 . (Currently amended) A method for transmitting data comprising: 
plflTjne data in a destination based transmit folder: 

automatically retrieving ih^data from frihejlestination based transmit folden 




ess to the file being precluded while the file is encrvotcd. 
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automatically retrieving pflftirnlnr e ncryption process associated with the destination 
based transmit rhA r? | r i ft vin p inrlnriinfl dfiffrrrymnf the particnfftr gncrvption process b.Y 

which the data is to h ? encrypted, the deterp^tn^P bein ? based Qn wha t flysrinatinn based 
transm^ fc)der the data was retrtev^d from in such mann er the destination hflftftfl transmit. 
frvMftr fl jctates the particular en cryption process: 

encrypting the data with the particular encryption process; and 

transmitting the data to an outgoing folder for transmission to a destination, which is 
associated with the destination based transmit folde n and 

wherein the particular encryption procefi§ pon verts the data from one data set to an 
encrypted data set, access to the data beinfl p r ^lpded while the data is encrypted. 

52. (Original) The method of claim 5 1 wherein the encryption process comprises an 
encryption key. 

53. (Original) The method of claim 5 1 further comprising transferring the data to a 
temporary folder to verify that the data has been encrypted, 

54. (Original) The method of claim 5 1 further comprising performing error processing on 
the data if the data fails verification, 

55. (Original) The method of claim 5 1 further comprising performing error processing on 
the data if the data fails encryption* 

56. (Currently amended) A system for transmitting data comprising: 

mftans for storing data in n rimsrinnrinn hnseH tra nsmit fnlHp.r- 

means for automatically retrieving the d ata from a-the destination based transmit folder; 

means for automatically retrieving ftft-a particular e ncryption process associated with the 

destination based transmit folder, the retrieving includjnp ; fofo rmi pinp the particular encryption 
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process bv which The data is to he encrypted, the determin ing fteinp based on what destination 
hased transmit fo% r the data was retrieved from in such manner f|iaf the destination based 
frflr ^mit folder dictates ft p particular encryption process: 

means for encrypting the data with the encryption process; and 

means for transmitting the data to an outgoing folder for transmission to a destination, 
which is associated with the destination based transmit folde r: and 

wherein the particular encryption process converts the data from one data set to an 
encrypted data set, qccess to the data being precluded while the data is encrypted. 

57. (Original) The system of claim 56 wherein the encryption process comprises an 
encryption key. 

58. (Original) The system of claim 56 further means for comprising transferring the data to a 
temporary folder to verify that the data has been encrypted. 

59. (Original) The system of claim 58 further comprising means for performing error 
processing on the data if the data fails verification. 

60. (Previously presented) The system of claim 58 further comprising means for 
performing error processing on the data if the data fails encryption. 

61. (Currently amended) A method for receiving data comprising: 
automatically placing received data in a destination based received folder; 
automatically retrieving data from the destination based received folder, 

automatically retrieving a particular decryption process associated with the destination 
based received folder, the retrievinp i ncluding determining th e particula r jdecryptiQn-PTQCess fry 
which the data is to he decrypted, the determining beinff based on,what destination based 
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reived fold er rr^ flyt* was retrieved from in such manner that the destination based received 
folder fl ctares the particular encryption process! 

decrypting the data with the particular d ecryption process; and 

transmitting the data to an outgoing folder for access at a destination, which is associated 
with the destination based received folde r; and 

wherein the particular decryption process converts the data from an encry pted data set to 
^ decrypted data set, access to the data hejpg precluded while the data is encrypted. 

62. (Previously presented) The method of claim 61 wherein the decryption process 
comprises an decryption key. 

63. (Original) The method of claim 61 further comprising transferring the data to a 
temporary folder to verify that the data has been decrypted. 

64. (Canceled) 

65. (Canceled) 

66. (Currently amended) A system for receiving data comprising: 

means for automatically placing received data in a destination based received folder; 

means for automatically retrieving data from the destination based received folder; 

means for automatically retrieving a particular d ecryption process associated with the 
destination based received folde r, the retrieving including determining the particular decryption 

process hy wfrjeft fft a data is to be decrypted, the determining being based on what destination 
hased receiver) ffllf fof thft data was retrieved from in such ma nner that the d estination-based 
received folder dictates the particular decryption process: 

means for decrypting the data with the particular d ecryption process; and 
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means for transmitting the data to an outgoing folder for access at a destination, which is 
associated with the destination based received folde rum! 

wherein the navicular decryp tion ppyras converts the o^ from an fti^rypT^ flap set to 
n dftrrypTftfl fl ara sftT r access to the data b cinp precluded while tftc data is encrypted. 

67. (Previously presented) The system of claim 66 wherein the decryption process 
comprises an decryption key. 

68. (Original) The system of claim 66 further comprising means for transferring the data to a 
temporary folder to verify that the data has been decrypted. 

69. (Original) The system of claim 68 further comprising means for performing error 
processing on the data if the data fails verification. 

70- (Original) The system of claim 66 further comprising means for performing error 
processing on the data if the data fails decryption. 

7 1 , (Currently amended) An automatic encryption system for data to be transmitted 
comprising: 

an encryption module receiving data in a destination based transmit folder and 
automatically encrypting the data with eft-jy?ji fl|gt]ifl r encryption method associated with the 

destination based transmit folde r, the automatically encrypting including determining the 
particular encr yption process by which the data is to be encrypted, the determining heinp based 

Qn.what^estiiiatiQr^ from in snrh manner that thft 

destination based transmit folder dictates the particular encryption process : 

an encryption database storing encryption methods, including the particular encryption 
method , e ach encryption method associated with at least one destination based transmit folder; 

an error module performing error processing on data failing encryption;j$ijn; 
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y j^fmn the particular encryption process converts the data from o ne data set to an 
encrypted data set, access to the data hejn fl precluded while the dfiffl is encrypted. 

72. (Original) The system of claim 7 1 further comprising a file compression module 
compressing the data to be transmitted. 

73. (Original) The system of claim 71 wherein the encryption module comprises a 
verification module verifying encryption of the data. 

74. (Currently amended) An automatic decryption system for received data comprising: 

a decryption module receiving data in a destination based received folder and 
automatically decrypting the data with a particular d ecryption method associated with the 
destination based received folde r r the automatically decrypting including determining the 
particular decryption method by which the data is to be decrvDf e ^ { he determining being based 
on what destination based transmit folder the file wast retrieved ftom_in.£Hfih_fre 
destination based received folder dictates the particular enc rypt; jcyn ^e^o^: 

a decryption database storing decryption methods, includiag-t he pqrtu 



process , e ach decryption method associated with at least one destination based received folder; 

an error module performing error processing on data failing decryption ^and 

wherein the particular decryption process converts the da ta from an encrypted data set to 
a decrypted datM^ac^^tO-^ Ihft.filft fa PJQttafltP^ 

75. (Original) The system of claim 74 further comprising a file decompression module 
decompressing the received data. 

76. (Original) The system of claim 74 wherein the decryption module comprises a 
verification module verifying decryption of the data. 

77. (Canceled) 
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78. (Previously presented) The method of claim 1. wherein the determining is performed 
after the file is retrieved from the destination based transmit folder. 
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